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CCDE Labs Policies:

1. We highly discourage sharing of the workbook hence the workbooks are mapped to Laptop/Desktop
MAC address. If one tries to open the workbook on other desktop or laptop than the registered MAC
address; account will get locked and we will not unlock it for any reasons.

2. The workbook does not have print access; kindly do not request to enable to print access.

3. One will be provided with free updates up to 90 days from the date of purchase, tone need
to renew his/her account to access the latest update. Post 90 days the workboaoks wil se to open.

4. If one wish to renew their subscription/account, you need to renew within,90 days or before the
account gets expired. Post 90 days one can renew their account h e renewal will be

considered has a new purchase. Hence, we encourage ongto r 0 days of the purchase.
f

enew then the cost will be
equivalent of a new purchase. (The renewal price canybe ed'at any time, without informing the
client)

6. Every workbook is uniquely identified for eacgser hidden words. If one shares his/her
workbooks with others, and if the system detects

entertain any explanation of any sort.

7. For any queries regarding Questi s, you can contact us on email @ support@ccde-
labs.com or skype @ ccdelabs. Res etime to any of the queries is 24 hours.

5. The renewal cost is 2999 USD if one pay within 90 days, if o

are, the account will be banned and we will not

8. We do require CSCO ID, ber, National ID, Mobile Number and Official email id for security

and watermark purposes. One uld have CCDE written passed and CCDE lab should be booked for
the coming quarter. n&sel ithout these details. We do Manual background verification of the
details provided, st to give us the correct CSCO ID and official email id via remote access.

9. Thew in secured pdf format and delivered via email.

10. n rovided for only one Device. And we don’t give license again if the device crashes or
company security policies. Please install license on the device cautiously as the license will not be
provided again.

11. We do support devices running Windows OS, Mac OS, Android and Mac iOS only
12. We do not provide Refund in any circumstances once the product is sold.
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13. This policy is in effect from 23 November 2016 and in immediate effect for new clients and new
renewals. Old clients will continue with the old Policies until the accounts get expired.

14. If there is any update, one will receive the update automatically on their registered email-id.

15. For any future update you can check our update page on www.passccdelabs.com
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Guidelines

Before starting, please read the below guidelines:

1. In this module you will be creating, analyzing, validating and optimizing a high-level net design.
All relevant resources needed to successfully complete this module are provided within odule.
No device access is provided.

2. The menu bar on the same screen can be used to navigate to:
e Exam content: Here you will find the exam questions. This module is scefario pased and
contains approximately 25-30 web-based items. No device accessfis provi
e Resources: Here you will find provided resources. An initi & is provided at the
start of the module. Additional resources are provided as yo %
cumulative and remain available throughout the remain f the module. It is recommended
to read all the provided resources prior to answerin

e Guidelines: If you want to review these guideline i your, you can find them here.

e Help: Here you will find more information ab t%y nvironment, module navigation and
functionalities.

e End Exam Section: Clicking this button willen am section.

3. Backwards navigation is disabled; onc u pro to the next question, you will not be able to
return to the previous question.

4. Question point values will n % ore complex items might have partial scoring
opportunities.

5. Both level feedback can ided at question level. Feedback will be processed, but Cisco will
not reach out to you teydiscussiany feedback provided. Any time spent on providing feedback will not
be compensate .

6. Access to d Cisco online documentation, including Cisco Validation Design documents, is
availabl esktop. However, the availability of this documentation is outside the
CCIE/ competence.

7. 1fyo spect an issue with your exam environment, contact the lab proctor as soon as possible.

8. You have 2 hours to complete this module. If you finish early, you may start with the next module,
but any unused time will not be carried over to the next module.
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Introduction:

Question Navigation:

Please respond to each question before you continue to the net question

When you have completed a question. click NEXT on the button right of the screen ve'to the
next question

You will not be permitted to return to a question after you have clicked NE

Documents:

®

Scenario documentation is presented at the beginning of each %can access these
documents by clicking the documents button at the tep of

Additional scenario documentation appears throughoN n. You are notified via a

notification screen when new documents become a e. a new document becomes
available, a graphical icon appears on the Docu % and next to the new document inside
the document window.

To highlight text within the documents, select the that you want to highlight, click the
Highlight button at the top of your screen an ge the highlight color. You can also remove

highlighting. The highlighting persists as gress through question within this section you can
grab

highlight all documents; for exar‘EIef ics cannot be highlighted.

Exam Display:

The exam is intentignally ed to use only half of the screen to display questions. This allows
you to view sup déeument while you answer the questions.
Documents d by using the resize handle in the lower right corner of the window.
You can i or decrease font size for the text from the drop-down menu on the on the top
right reen. You can change Normal Font, Small font to medium font or large font. If you

S ium or large font, you might need to use scroll bars to view the entire screen. In addition,
a components, such as some interactive items, remain at their original size to ensure

that the content displays properly.
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Task Time:

You have four hours to complete two sections of the exam in the morning and four hours to
complete two sections in the afternoon. The exam timer display on the top of your right site.
A Section Specific progress bar is also displayed at the top right to help you manage youmti

Notes:

®
You are provided with an electronic notepad to use to take n ing section of the exam.

Click Notes at the top of screen to access the notepa

You can copy, paste, Undo and redo notes that you ma % lectronic notepad. However,
you cannot highlight material on the notes pages or a e from question or documents
pages. %

Your notes persist as you progress through the ¢ Q s in this section.

Comments: Q

During the exam, use the comm s%r at the top of screen to record specific comments on

any question.
Click Save to store a comn e% Cancel to discard a comment.
Comments are reviewéd and ered during exam maintenance and are used improve the

about comments.

exam. Cisco will nat cont

Use to enter comments is considered to be part of the total time that
you allowe ting the exam, In other words, the exam clock will not stop while you enter

on button on the top of the next screen to access this introductory information,

whe eady to begin this section of the test. Click Next.
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WELCOME TO SATURN MANUFACTURING COMPANY!

In this module of the exam, assume that you are a network consultant hired to provide design advice
for the manufacturing company SATURN. Ensure that you read and consider all the information

provided to you through documents, drawings, emails and other relevant information.

Good Luck! Q

&.
D
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Saturn Functional Specification

Saturn Manufacturing Co. (Saturn) is a Chinese global manufacture or aircraft parts, with CNY 7.7
billion in annual sales last year. The headquarter and main factory are in Beijing, China, with a disaster
recovery (DR) location in Shanghai and remote sites spread throughout China.

The previous CEO passed away and was replaced by a new technologist CEO, whose misSion i§to

modernize their IT infrastructure to grow on their current segment, but also manuf; w product
lines for the consumer market and is now producing nose hair trimmers and si ts.

The new CEO believes that collecting data along every point of the manufacturin customer
journey will give Saturn and edge by proactively anticipating needs, mitigating,risks, delivering

personalized and relevant product and services, and improving cu
goal, the CEO established an IT council lead by the CIO. The IT ¢
strategy. The council only gets involved on the bigger picture ofth
in the day-to-day activities.

dernization journey rather than

The CIO along with the IT council took the mandate nizing the infrastructure to make sure the
systems and applications to be introduced will se tegrate and deliver on the required
outcomes. The modernization journey includes ¢raftin rategy roadmap to include a multi-cloud to
make sure that Saturn is not left behind on te gy trending.

A pilot |oT system in line with the da % us core, wireless and WAN will be the first on the
journey of IT modernization selecte ouncil. The journey will include machine
learning/artificial intelligence ( Ssys s, big data (Data Lake), virtualization, containerization,
segmentation, security, mobi a a streaming.

the high-level functional specifications documents of the current IT
f a primary data center in Beijing and a DR center in Shanghai, a
ated (Airgap) network for industrial control systems and limited wireless.

As a first step of the journey,
infrastructure, whiclyi
campus core, a

ta center was designed in such a way that functional service blocks are using distribution
switche access switches. The service blocks are tied together using a core Layer 2/ Layer 3 switch.
There is no Layer 2 path and VLAN overlap between service blocks.
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Current Functional Specification Summary

3-Tier — Core/Distribution/Access.

The Distribution switches act as the demarcation point for Layer 2 / Layer 3.
Access layer are Layer 2 only

There is separate SAN storage

The data center does not support Multi-chassis EtherChannel (MEC).
Rapid-PVSTP is deployed Q
VRRP is used as the First Hop Redundancy Protocol <

EIGRP is used as a routing protocol

Network services like firewall, load balancer and IPS/IDS are% Score.
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Topology

Initial Data Center Overview Diagram

C Campus Core >

Core Layer

Distribution
Layer 2/
Layer 3

Boundary

Multiple | " _ = | = j ——3
Access ‘
Layer
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Campus Core

The current campus core is based on collapsed core architecture. Saturn has an isolated (Airgap)
network for its critical industrial systems. Since the campus core evolved though time, so it is not
uncommon to see delay-chained switches throughout the campus infrastructure. The access switches
do not support any overlay technology and MEC is only supported on the campus core switch

Current Functional Specification Summary Q
e All VLANs are allowed on Layer 2 trunks between core nodes <

e Access Layer runs layer 2 and all VLANSs span all access switches

e MST with two instances ) J

e The core switches run VRRP for all VLANs with approximately h ANs active on core
switch 1, with the others active on core switch 2.

e EIGRP between core nodes and other service blocks r ated Layer 3 link

e Anycast DNS servers are connected to each core

resolution services for the campus and data ce
e Wireless APs are currently bridging all traffi

e The industrial Control System network isgeur
Layer 3 core switch and numerous L a
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Topologies

Initial Campus Overview Diagram
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ICS Network Diagram

________________________________________________________________________________________________________

Industrial Control Systems
Airgap Network

Layer 2 Access Switches
A —— C— —— CE—

Wireless

The current Saturn wireless deployment'is.ne,longer fit for purpose, and consequently the Saturn IT
department is now looking to update'the experience offered through their wireless network. Saturn
provides wireless connectivity ogly‘at theiriimain campus in Beijing and within their big warehouse in
Shanghai, and needs to suppekt sorfie fegacy (802.11b only) handheld terminals. User Complaints are
common around slow conrfectivity awd/or disconnections, and inability to use better speeds and
features.

Current Functional.Specification Summary

e No usegsegmentation (Everyone can access all the campus resources)

e No,guest aceesses

o &egacy™ARs and controllers are being used (Support for 802.11a/b/g only)

e Current AP density does not support the continuous growth of wireless clients in the network
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WAN

WAN Diagram
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P2P Leased
Lines

The current WAN environment consists of multiple point-to-point leased lines to small routers in each
of our remote offices. Currently to add a site a new router is required along with a circuit order and
reconfiguration of the campus core router. EIGRP is the routing protocol in use between our campus
location and remote offices. Each of the leased lines is T1 (1.544 Mbps) speed or less.
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Current Functional Specification Summary

e EIGRP is the routing protocol between the hub and remote sites

e P2P leased lines are T1 speed or lower

e As number of remote sites increase, additional lines and routers are required

e Routers are preconfigured by campus IT and installed by local users at the remote si
e [f aleased line fails, there is no backup path available and the site becomes isola
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Question 1:

Which additional piece of information about the existing data center is needed to decide if the current
data center can support the pilot test?

VRF support on current network devices
Detailed QoS requirement for the new pilot systems

System bandwidth requirement
EIGRP AS number and configuration detail Q

moo®»

Whether CAPEX is available to purchase new network devices

Answer: §
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Question 23:

Which action do you recommend to resolve the performance issues with the network shared drive?

A. Replace DMVPN with GERVPN and enable QoS on the interfaces

B. Deploy DMVPN on the MPLS transport and enable QoS on all IPsec tunnels

C. Order QoS services from the MPLS service provider to all locations and enable QoS on.th links
D. Enable QoS on the DMVPN headend routers and remote office routers

E. Adjust the TCP MSS on the DMVPN headend routers and remote office rouQ

Answer: E
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